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Welcoming Semmle to GitHub
Today we’re announcing a big step in securing the open source supply chain: we’re welcoming Semmle to the GitHub.
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Human progress depends on the open source community. One of the biggest issues facing developers today is how to create and consume open source in a secure and trusted way. And at GitHub, we have a unique opportunity and responsibility to provide the tools, best practices, and infrastructure to make software development secure.

Today we’re announcing a big step in securing the open source supply chain: we’re welcoming Semmle to GitHub.

Semmle’s revolutionary semantic code analysis engine allows developers to write queries that identify code patterns in large codebases and search for vulnerabilities and their variants. Semmle is trusted by security teams at Uber, NASA, Microsoft, Google, and has helped find thousands of vulnerabilities in some of the largest codebases in the world, as well as over 100 CVEs in open source projects to date.

Security researchers use Semmle to quickly find vulnerabilities in code with simple declarative queries. These teams then share their queries with the Semmle community to improve the safety of code in other codebases. Software security is a community effort; no single company can find every vulnerability or secure the open source supply chain behind everyone’s code. Semmle’s community-driven approach to identifying and preventing security vulnerabilities is the very best way forward.

To learn more about our approach to developer security, check out a detailed overview of secure development on GitHub from Shanku Niyogi, SVP of Product. The Semmle blog has many videos and examples of Semmle in action, and you can check out your favorite open source projects on Semmle’s lgtm.com.

We’re so excited to be joined by the Semmle team and to welcome their world class engineers and security researchers to GitHub. Together, we’ll bring their work to all open source communities and to our customers. As a community of developers, maintainers, and researchers, we can all work together toward more secure software for everyone.
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Security research without ever leaving GitHub: From code scanning to CVE via Codespaces and private vulnerability reporting
This blog post is an in-depth walkthrough on how we perform security research leveraging GitHub features, including code scanning, CodeQL, and Codespaces.
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Bringing enterprise-level security and even more power to GitHub-hosted runners
GitHub-hosted runners now support Azure private networking. Plus, we've added 2 vCPU Linux, 4 vCPU Windows, macOS L, macOS XL, and GPU hosted runners to our runner fleet.
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Insider newsletter digest: 4 things you didn’t know you could do with GitHub Projects
Unlock the secret to organization and collaboration magic with our GitHub Projects tips and tricks roundup. 
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      Stories and voices from the developer community.    
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      Don't fly solo. Try 30 days for free.    


          
        
          Learn more
                  
      

      




  
          [image: Work at GitHub!]
        Work at GitHub!

    
      Check out our current job openings.    
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          Code with confidence. Discover tips, technical guides, and best practices in our biweekly newsletter just for devs.

        

        
          
            
              
                
              

              

                                                        Subscribe
                
              
            


            
              
                
                  Yes please, I’d like GitHub and affiliates to use my information for personalized communications, targeted advertising and campaign effectiveness. See the GitHub Privacy Statement for more details.              
            


            Subscribe
              
            
          

        

      

    

  


	
		

	

		
			
				
					
				
			
		


		Product
	Features
	Security
	Enterprise
	Customer Stories
	Pricing
	Resources


Platform
	Developer API
	Partners
	Atom
	Electron
	GitHub Desktop


Support
	Docs
	Community Forum
	Training
	Status
	Contact


Company
	About
	Blog
	Careers
	Press
	Shop



	




		

	

			
				
					
						




GitHub on X
				
			
				
				
					
						

GitHub on Facebook
				
			
				
				
					
						

GitHub on YouTube
				
			
				
				
					
						

GitHub on Twitch
				
			
				
				
					
						

GitHub on TikTok
				
			
				
				
					
						

GitHub on LinkedIn
				
			
				
				
					
						

GitHub’s organization on GitHub
				
			
		

			© 2024 GitHub, Inc.
	
				Terms
			
	
				Privacy
			
	
		Manage Cookies
	
	
		Do not share my personal information
	



	

	










